UBND HUYEN TAM DUONG CONG HOA XA HQI CHU NGHIA VIET NAM

PHONG GIAO DUC VA PAO TAO Poc lap - Tw do - Hanh phic
S6:/64/PGD&DPT-CNTT Tam Duong, ngay)¥thdng 05 nam 2017

V/v trién khai ap dung cac
bién phap khan cap phong chong
ma ddc 1dy nhiém toan cau.

Kinh gui: Céc truong mam non, tiéu hoc, trung hoc co s&

Vio ngay 12/5/2017, trén cac phuong tién truyén thong thé gidi va Viét Nam
dong loat dura tin cac nhom tin tic sir dung bd cong cu danh cip dugc cta co quan
An ninh qudc gia My dé khai thac 15 héng MS17-010 trén hé diéu hanh Windows
clia Microsoft, tin cong ma hoéa dir liéu doi tién chudc cua céc to chirc, ca nhan.

Tinh dén thoi diém hién tai, dd c6 khoang 200.000 may tinh cia 150 qubc gia
bi lay nhiém, ma hoa dir liéu va doi tién chudc, trong do c¢6 Viét Nam, lam té liét
nhiéu hé théng may tinh, gdy anh huéng nghiém trong t&i nhiéu td chirc, ca nhan.

Ma doc duge sir dung co6 tén WannaCry da dugc cac tin tac phat trién lién
tuc ra nhiéu bién thé méi. Cuc An toan thong tin , Bo Thong tin & Truyén thong va
cac chuyén gia an ninh mang nhén dinh, nguy co bung phat viéc lay nhim sau
ngay 14/5/2017 (sau nghi cudi tudn) dbi vdi cc cac co quan, té chirc chinh pha &
Viét Nam rat 16n.

Ngay 15/5/2017 UBND huyén Tam Duong ¢6 Vin ban s6 709/UBND-VP

vé viéc trlen khai 4p dung cac bién phap khin cip phong chéng ma doc lay
nhiém toan cau.

Pé phong tranh nguy co lay nhiém va mat dir liéu cia cac nha truong va
kha ning lay nhiém téi hé thong mdy tinh cua huyén va cac don vi. Phong
GD&DT Tam Duong yéu cau Hiéu truéng cac nha truong chi dao trién khai
khan cap mot so bién phap sau day:

1. Sir dung hé théng thu dién tir, quan ly vin ban qua mang Truyén s6 liéu
chuyén ding. Chi ni mang LAN ciia don vi v6i mang Internet khi toan b cac
may tinh trong hé thong da cip nhit xong ban va 16i.

2. Bang nhéap vao dia chi download ban va 16i:
https://blogs.technet.microsoft.com/msrc/2017/04/14/protecting-customers-and-
evaluating-risk/

Péi véi cac hé diéu hanh khong con dugc Microsoft hd trg cé thé
download tai dia chi:

http://www.catalog.update.microsoft.com/Search.aspx?q=KB4012598



3. Cép nhdt ngay cac chuong trinh Antivius dang sir dung. Pbi véi cac
mady tinh khong c6 phdn mém Antivirus can tién hanh cai dat va str dung ngay
mdt phan mém Antivirus cé ban quyén.

4. Can trong khi nhan duoc email c6 file dinh kém va cic duong link la
dugc gui trong email, trén cac mang xa hoi, cong cu chat...

5. Can than trong khi mé cac file dinh kém ngay ca khi nhan dugc tir
nhiing dia chi quen thudc. Str dung céc cong cu kiém tra phan mém doc hai truc
tuyén hodc c6 ban quyén trén may tinh véi cac file nay trude khi mé ra.

6. Khong md cac dudong dan co dudi .hta hodc duong dan c6 ciu tric
khong rd rang, cac dudng dan rit gon link.

7. Thuc hién ngay viéc luu trir (backup) dir liéu quan trong ra 6 ctimg ngoai.

Trong qua trinh thuc hién, néu c6 vuéng méc vé k¥ thuét hodc can hd trg
xin lién hé veé phong GD&DT (d/c Quan — CB phong GD) hodc theo dia chi
Email: quantg.tocntt@vinhphuc.edu.vn dé duoc hd tro./.
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